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4. Policy

a. Unofficial Travel:

While US citizens are not restricted by US laws {rom traveling

in foreign couniries, persons granted aunthorization for access to

vinbevuation UM Sovreed oV wethols of
certain categories of extremely sensitivehSCI incur a special
obligation and are to be discouraged by the SIO from engaging in
unofficial visits to, or travel through, the countries listed in
Appendix A. The DCI, in consultation with SIOs, will identify
the categories having special sensitivity and the SIO should advise

persons with such access that travel in the listed countries may

result in the withdrawal of clearance for continued access to SCI.
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DIRDCTOR OF CENTRAL INTIJLLIC:E’\TCL DIRE CTIVE NO. 1[

SECURITY POLICY CONCERI‘TII\TG TRAVEIL, AND ASSIGNI‘ IENT '
or PT'RSO\T‘\TEL WITH ACCESS TO SENSITIVE COMPARTMENTED
INFORMATION
(Effective 1976)

1. Gensral.

This establishes Director of Central Intelligence (DCI) security policy ..
e A

L

' apphc bie o asmgnment and travel of US government civilia-n and milite}ry
persgonnel, govemmeﬁf onsp_ltqnts, and employees of go{rernment con-
tractors who have, or who halve had, access to Sensitive Compartrr}en‘ced
»Informaticﬁ {3C1}.

2. Purpose.

T‘nis policy is b .sed upon the need to protect SCI from possible com-

Y

‘exploitation
promlse resulting from the capture, interrogation, br en’crapmbnt of per-

sonnel (stipulated in para 1 above) by hostile or unfriendly nations or groups.

3. Definitions.

a. Sensitive Compartmented Information. The term Sensitive Com~ -

partmented Information (SCI) includes all information and materials
bearing special community controls indicating restricted handling within
present and future community intelligence collection programs {ahd their

end products) for which community systems of compartmentation have

" been or will be formally establishéd. The term does not include Restricted

Data as defined in Section I, Public Law 585, Atomic Energy Act of 1954,

as amendad,
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: ._through natlons hsted in Appendix A here to.

over or under combat zones or other ar'eas where hostilities are taking
Hazardous ac‘l:.Wl‘tles also mclude as 51gnments or vm-ts to,ﬂ.nd LI"&VE].

: formal adwsorles which alert personnel as to the poiential for 11aras sment,
‘provocation or entrapment by local agencies/officials in designa’aed areas

' of risk, These briefings are based on actual experience whenever feagible,

adverse securlty and personal consequences of such acis.

. captured or detained while in a combat zone and of suggeste'& courses of |-
,_qéctiqn they_ shou_ld follow to"avoid or limit such divulgence. These |
édwsorle}s .'mclude 1nstr1;1c:t10n._, /édv:we for advcu*ce preparation of innocu-
'c'aus, al’cernailve explaned ions of dutms dnd back ground,

e. éemor Intelllgence O"flners. Witl‘u_x thm, me:m_.ng o; th_.s pohcy

""'-..'dlrecuve, Senior Inte]hgcnce OLfl(" ers (QIO) are ihose officials repre-'

tke Ml*WQpﬁfoD@d’FEnR&é&s&ﬁﬁi@Mhd]hRﬂesTBm634R000500190071 3
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'b. Hazardous Activities. Hazardous activiiies include: duiies in,

L'J

phce Qutles bebnd hostlle hnes,, cUld du ties in 1D01a1ed or e..L vosed area;

Where individuals cannot reasonably be protected a.cfainst hcstile action.

e Defensxve Sec’:urity Briefimgs Defensive s ecurlty brmi’mgs are

and include mformatlon on courses of action helpiulin- m:.t.ug:.tmg the

- d. Risk of Capture Briefings. Risk of capture bricfings are formal

advisories which alert personnel as to what mav be e ected in the wa
P ‘ 3 exp y

of attempts to force or trick them to divulge classified information if

sen’tmg tqezr \nchvldual departmenis and awencws on thn usiny, mcludmff

"‘ Toor ey




_cant harassment or provocation while traveling.
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.' 4. Requireinents. I ] T R S

Standards and practices concerning travel and assignment are as

RN

follows:

'. ry “Unofficial Travell

All persons having access to SCI must:

(1) Give agy_aﬂ_rc_.e;zlo}fe of planned travel to or througn c'ountrie o

1dent1f1ed in Appendlx A. T

('ﬂ Obtam a defenswe secumty briefin g from a specxf: ed Offlcml_

before traveling to such couniries.

o

(3) Contact immediately the nearest United States counsylar,
attache, or Emb’assy official if they are detained or 'subje'cted to f’signiﬁ.-'
| -
(4} Report upon return from travel to their SIO any 5.nci:den’cs
of potential securify concern which befell them.
(5) Be reminded annually of the foregoing obligations through
security educa"tion programs, | -

b. Official Assignment/Travel. No person with access to SCI will

be assigned io or directed to participate in hazardous activities uniil he

i

“has been afforded a defensive securiiy briefing and/for risk of capture

briefing as applicable.

' c.“_Ind.i.viduals with Previous Access, Persons whose access to SCI

hazardous activities ag defined hercin and of their obligation to ensure

continued protectlon of SCI.
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- -is being términated will be officially reminded of the risks associated with
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5. Ccmmmﬁty_ Responsibilities.

‘a. The DCI will cause ;to be prepared and disserinated to the 510s

B changeé ‘as nec.essa'ry to the list of countries identified as posing & security -

R}

. risk bearing on this policy (Appendix A), as well as source material cou;

‘ cerning the risks 1o be guarded against, The USIB Security‘Committeg

_ . | ., .
will coordinate required support in these regards.

- .b. SIOs will issue implementing directives concerning travel and
assignment of personnel of their departments or agencies, Such directives
will be consistent with the overall policy, definitions, requirements, and

f‘) i . criteria set forth _herein and will provide for:
d ) {1} Preparation and provision of defensive security briefings
- . . st

] = ) j

.anc.i] or risk of capture brief.ings t{o approprizie personnel cf their dejparb
“ments fagencies as/when éppﬁc able.
(2). Ins;titution pf positive prograﬁls for the colleciion of infor-
mation via p:t_‘ovisions 6;f para 4a(4) abbve znd other means as feasible.~
(3) Insuring that new information obté:ihed by their de_iaartnﬁénts

L3

s . - or agencies on harassments or provocations, or on risk of capture situ=|

.ations; istprovided to the DCI and to other interested USIB zgencies.
{Where warranted by new information, recommended changes to Appéndix - -
- A will be made, ’»ARecommenda»tions with supporting justiﬁcatioﬁ may be | 7

Y > made .fo_x: either addition or' deletion of coun‘cri’.es.)

L]
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APPENDIX A
- AR _ N . . 3 . .
- DCID i/ 4 s SECURITY POLICY CONCERNTNG TRAVEL AND s
ASSIGT\TMLNT OF PERSONNEL WITH ACCESS TO SENSI’I’IVE . " STAT

COMPARTME “\TTE DIN I."Ol\,MATI ON

-

List of countries in whlch there is deemed to be a ri_sk of flarassment,

- provocation, entrapment, or de‘cention of US personnel. All territory

- claimed or controlled by tne hsted countrlea is included 1rreapect1ve »

H

of whether the national boundaries involved are i'ormally recogniyed by» :

the United States government,
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